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Google Keyboard (Gboard) is quite remarkable. It packs interesting features
such as gesture typing that involves swiping your finger through the alphabets,
predictive text input, voice dictation, and more. However, the foundations of
this most popular keyboard app were laid long ago by a different company
named Swype.

First released in April 2013, Swype had already revolutionized typing on
smartphones. Swype faced a stiff competition when Google released its very
own version of a keyboard in May 2016 - the Gboard. Surprisingly it arrived for
iOS first, then later for Android in December of the same year. From this point,
there was no turning back. 

Nuance pulled a plug on Swype earlier this year. That helped Gboard became
the undisputed favorite and gain user popularity. The reason was simple:

google apps for android cloud network security

numbers tracking audio voice recording

SPONSORED SEARCHES

Guiding
Tech

https://www.guidingtech.com/author/ribhusingh/
https://www.guidingtech.com/57654/android-keyboard-apps-emoji-gifs/
https://www.guidingtech.com/72364/gboard-vs-swype/
https://www.theverge.com/2018/2/21/17030216/nuance-discontinues-swype-keyboard
https://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-1947800120777302&output=html&h=90&w=532&bih=800&biw=800&adx=134&ady=301&ga_vid=461600902.1564917755&ga_sid=1564917755&ga_hid=987443155&slotname=1859999798&adk=1400627381&url=https://www.guidingtech.com/stop-gboard-collecting-personal-data/&frm=20&guci=1.2.0.0.2.2.0.0&eid=20199335,21064344,410075105,21063397&u_his=2&brdim=0,0,0,0,800,0,800,800,800,800&prev_fmts=532x90_0ads_al&format=fpkc_al_lp&kw_type=radlink&hl=en&rt=ChBdRr_7AA1XbQrTYpFyAfosEgEgGgjNxh1FqqEzBSgBUhMI-dW894zp4wIVkdfeCh2wMANseAGCARsKF0dvb2dsZSBBcHBzIGZvciBBbmRyb2lkEgCCARoKFkNsb3VkIE5ldHdvcmsgU2VjdXJpdHkSAIIBFAoQTnVtYmVycyBUcmFja2luZxIAggEZChVBdWRpbyBWb2ljZSBSZWNvcmRpbmcSAIgBAA&ad_type=text
https://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-1947800120777302&output=html&h=90&w=532&bih=800&biw=800&adx=134&ady=301&ga_vid=461600902.1564917755&ga_sid=1564917755&ga_hid=987443155&slotname=1859999798&adk=1400627381&url=https://www.guidingtech.com/stop-gboard-collecting-personal-data/&frm=20&guci=1.2.0.0.2.2.0.0&eid=20199335,21064344,410075105,21063397&u_his=2&brdim=0,0,0,0,800,0,800,800,800,800&prev_fmts=532x90_0ads_al&format=fpkc_al_lp&kw_type=radlink&hl=en&rt=ChBdRr_7AA1XbQrTYpFyAfosEgEgGgjNxh1FqqEzBSgBUhMI-dW894zp4wIVkdfeCh2wMANseAGCARsKF0dvb2dsZSBBcHBzIGZvciBBbmRyb2lkEgCCARoKFkNsb3VkIE5ldHdvcmsgU2VjdXJpdHkSAIIBFAoQTnVtYmVycyBUcmFja2luZxIAggEZChVBdWRpbyBWb2ljZSBSZWNvcmRpbmcSAIgBAQ&ad_type=text
https://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-1947800120777302&output=html&h=90&w=532&bih=800&biw=800&adx=134&ady=301&ga_vid=461600902.1564917755&ga_sid=1564917755&ga_hid=987443155&slotname=1859999798&adk=1400627381&url=https://www.guidingtech.com/stop-gboard-collecting-personal-data/&frm=20&guci=1.2.0.0.2.2.0.0&eid=20199335,21064344,410075105,21063397&u_his=2&brdim=0,0,0,0,800,0,800,800,800,800&prev_fmts=532x90_0ads_al&format=fpkc_al_lp&kw_type=radlink&hl=en&rt=ChBdRr_7AA1XbQrTYpFyAfosEgEgGgjNxh1FqqEzBSgBUhMI-dW894zp4wIVkdfeCh2wMANseAGCARsKF0dvb2dsZSBBcHBzIGZvciBBbmRyb2lkEgCCARoKFkNsb3VkIE5ldHdvcmsgU2VjdXJpdHkSAIIBFAoQTnVtYmVycyBUcmFja2luZxIAggEZChVBdWRpbyBWb2ljZSBSZWNvcmRpbmcSAIgBAg&ad_type=text
https://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-1947800120777302&output=html&h=90&w=532&bih=800&biw=800&adx=134&ady=301&ga_vid=461600902.1564917755&ga_sid=1564917755&ga_hid=987443155&slotname=1859999798&adk=1400627381&url=https://www.guidingtech.com/stop-gboard-collecting-personal-data/&frm=20&guci=1.2.0.0.2.2.0.0&eid=20199335,21064344,410075105,21063397&u_his=2&brdim=0,0,0,0,800,0,800,800,800,800&prev_fmts=532x90_0ads_al&format=fpkc_al_lp&kw_type=radlink&hl=en&rt=ChBdRr_7AA1XbQrTYpFyAfosEgEgGgjNxh1FqqEzBSgBUhMI-dW894zp4wIVkdfeCh2wMANseAGCARsKF0dvb2dsZSBBcHBzIGZvciBBbmRyb2lkEgCCARoKFkNsb3VkIE5ldHdvcmsgU2VjdXJpdHkSAIIBFAoQTnVtYmVycyBUcmFja2luZxIAggEZChVBdWRpbyBWb2ljZSBSZWNvcmRpbmcSAIgBAw&ad_type=text
https://www.google.com/url?ct=abg&q=https://www.google.com/adsense/support/bin/request.py%3Fcontact%3Dabg_afc%26url%3Dhttps://www.guidingtech.com/stop-gboard-collecting-personal-data/%26gl%3DNO%26hl%3Den%26client%3Dca-pub-1947800120777302%26ai0%3DCUNbf-79GXbnsLZGv-waw4YzgBv2-u7YFnbqB9NMBACDexLAPYMMEyAEBqAMByAMCqgTGAU_Q-68zpx-Z0lMfXofP2ku6OI7jGWVImVeTEQ2gRC4-2anUpguFJKFa6n73hP2L9iPY2sIaDFzYolIgVcFiy8EaGjb8t3bXjsQVOR-aFV2HeHJK_0ZCPHdNVbs9QvAZBrhsuv6NggcjERoCZUprDrfWSzHcEYYtSoLwgZNDeD9YlckIJKXf8pIOPnvPytbl9LVsf2foRioiTeavid_Yf5ZQi6Y5cH2hdP-pOwSCFV7OsUV0UXAwmDqJBSe065YVpT8B1Gk3OaAGS8AGC6gHjs4bqAfVyRuoB8HTG6gHhdQbqAeB1BuoB4LUG6gHhtQbqAeE1BuoB5PYG6gH4NMbqAe6BqgH2csbqAfPzBuoB6a-G6gH89EbqAfs1RvYBwHSCAkIgOGAEBABGA6ACgE&usg=AFQjCNHNTwB1zT4kKhaMkZo74__3RAa7JQ
https://www.guidingtech.com/


Google integrated Gboard into stock Android. Thus, Gboard became part of the
Google Apps package that comes pre-loaded on majority of Android phones.
And that how Gboard gained consent from the users and began collecting user
data only to send them over to Google.

A HISTORY TAINTED WITH DATA BREACHES

The recent Google+ data leak exposed over 500,000 profiles, which was
surprisingly kept secret for a few years. Eventually, Google decided to kill its
social network. Moreover, this was not the first time; a list of recorded data
breaches reveals that Gmail too was hacked, compromising records of
5,000,000 users.

So one fact is evident: stored data can be leaked. Indeed, this is a big privacy
issue. When the nature of data revolves around personal behavior through
mechanisms of input such as typing, things can get even more serious. So one
may want to be wary of what sort of data do Google’s most popular apps such
as Gboard collect and send over to its servers. Of course, with no mention of
encryption involved in the entire process.

HOW DOES GBOARD SHARE YOUR DATA WITH GOOGLE

You may have no reasons to get worked up when third-party keyboard apps
from established companies such as Google and Microsoft record your inputs
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because they have clear privacy statements regarding their products. When
Glenn Fleishman, a senior contributor for Macworld reported on how Gboard
was responsible for “a leak of information outside of encryption that someone
on an open network, such as Wi-Fi at a coffee shop, could intercept,” Google
was quick to quick to fix it. Google resolved the issue, but a skeptical mind is
never at rest.

Google claims that it collects anonymous user data to improve its product,
which is all right. However, one may have enough reasons to not participate in
their data-collection drive, and this is when we come to the point of this article,
which is how to stop Gboard from collecting your data and sending it over to its
servers.

HOW TO STOP GBOARD FROM ACCESSING YOUR
PERSONAL DATA ON ANDROID

Gboard comes pre-installed on several Android phones. If you happen to have
it on your phone, then the whole process will take no more than a few minutes,
at the most.

Step 1: Open Gboard by clicking on the app icon. Once you have done that, you
will come across the screen shown in the picture below.
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Step 2: Click on the Advanced options and flick off the Share usage statistics
and Share snippets options. 



Doing this shall stop the app from automatically sending keyboard usage
statistics and snippets of your typing to Google.

If you have not yet installed the app but plan to do so, Google has made it
relatively simple for you to know that it’s seeking your permission to share your
data. A few minutes into the freshly installed app, you will come across a popup
such as this below.





All you have to do is click on the rather polite 'No, thanks' option, and you’re
good. If you want to make sure that you are all set, go over to the steps above
to verify if the options are checked off. 

Google claims that Gboards examines contacts to use those details for
improving quick suggestions related to contact information while typing emails
or messages. If you do not want Gboard to read your contacts, you can do so by
following the steps below: 

Step 1: Open the app info of Gboard from your Settings>Apps & notifications

Step 2: Click on Permission



Step 3: Flick off the Contacts option 



After doing that, Gboard will not read your contact details to send that data to
Google. I even go as far as disabling microphone option (as I prefer typing to
search commands), but several users refrain from doing that. It’s all a matter of
convenience, after all. 

HOW TO STOP GBOARD FROM ACCESSING YOUR
PERSONAL DATA ON IOS

Gboard is one of the popular iOS keyboards. So if you use Gboard regularly, you
can restrict it from sharing your data.
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NOTE: iOS automatically changes the keyboard to the default one when
feeding crucial information such as passwords and credit card numbers. 

Despite iOS taking over control when it comes to feeding sensitive information
such as passwords, Gboard if installed functions at its will, and in the process
collect several bits of information. Here’s a Reddit thread on how third-party
keyboard apps handle user data. In the screenshot below is the official
documentation from Apple. 

Regardless, you can stop it from happening, and the app shall function
normally. Here’s how to do that. 

Step 1: Head over to Settings> Gboard> Keyboard

Step 2: Flick off Allow Full Access

>

https://www.reddit.com/r/iphone/comments/6aj4yx/on_the_fence_about_downloading_gboard_because_of/


Done! You are good. Like I said above, the app will function normally.

USER DATA IS A PRECIOUS COMMODITY

Android and iOS apps collect user data, which could be potentially used for
advertising purposes - creating local, targeted campaigns to reap more money.
You could stop sending them such data at the cost of less intrusive and
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targeted ads. However, that is not it. Data breaches are frequent and hit the
most reputed of companies like Google, Microsoft, and Apple.

Moreover, this kind of data is also pushed to other companies. How these
companies treat your data is altogether different from the agreement between
you and Google, or Apple, Facebook, or Microsoft for that matter.

Last updated on 22 Nov, 2018

READ NEXT 10 Cool Gboard Settings For Android That You Must
Know
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